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I'naBe ITeTpoBckoro

Vel MYHUILHIIAIBHOTO paioHa
IIpoxyparypa Poccuiickoii ®exepannn CapaToBckoit obnmactu

IIpoxyparypa CaparoBckoii o0aactTu
IerpoBckas Kamsgmuny MLA.
MeXpaHoOHHAs NPOKyparTypa iriraens S —
1. Mockosckas, 98, T. IleTpoBek obGpasosanuii IlerpoBckoro
Caparosckad o6nacts. Pocens. 412540 paiioHa CapaTOBCKOId 0BIaACTH

30.06.2025 Ne40-01-2025/736-25-20630046

B pamxax paboTsl 110 IIPaBOBOMY IIPOCBEILEHUIO HAIIPABIIAI0 BaM mamsarky,
paspaboTaHHyIO ammapaTroM mpokypaTypsl CaparoBckoit obmactu «O cmocobax
COBEPILEHUS IpEeCTyTILICHUH c HCTIONB30BaHHEM uHPOpMAIMOHHO-
TEIIEKOMMYHHMKAIMOHHBIX TEXHOJIOTHH M MEpax 3allUTHl OT KHMOSPMOIIEHHHKOB)
IUTA PACIIPOCTPAHEHUS CPEIH HACEIICHHS.

O pesynprarax npojenaHHo# paboThI, NPUHATHIX Mepax K paclpoCTPaHEHHUIO
MHQOPMAIMOHHO-CIPABOYHBIX ~ MAaTEPHAJIOB  Hpeaiarard  COOOmUTh B
MEXpaloHHYIO IIPOKypaTypy B cpok 10 01.07.2025.

KpomMe »storo, agMunucTpanuu IleTpOBCKOTO MYHHIMIIAILHOIO paiioHa
YKa3aHHYX0 HH(QOpPMAIMI0 HEOOXOOUMO [OBECTH [JO CBEHEHHs YIPABIIAIOIIUNX
KOMIIaHHM C LIENBIO €€ pa3sMENIEHUS B IOABE3/1aX MHOTOKBAPTHPHEIX JIOMOB.

[Tpunoxenue: namsarka o UTT.

3aMeCTUTENs MEXPalIIpoKypopa

IOPUCT 2 KJlacca A.JL. benbix

JOKYMEHT IIOJIIUCAH
DJIEKTPOHHOU IOITHUCEHIO

Cepruduxar 00952982CC797503C9840AD4EA3ES3FC2E
Bnanesen Beasix Aprem Jleonunosuy
Jeiictutenen ¢ 06.09.2024 no 30.11.2025

POCCHUCKAH GEJEPAIUS
AQMUHUCTPALNS _
METPOBCKOrO MYHULIMNANBHOMO PAVIOHA
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IIPOKYPATYPA CAPATOBCKOII OBJIACTH

IHAMSTKA

0 croco0ax coBepuICHU NPECTYIJICHUM ¢
HCII0JIb30BaHNEeM HH(OPMAITHOHHO-
TeJIeKOMMYHUKAIMOHHBIX TEXHOJOIMHN U Mepax
3aLUTHI 0T KH0OEPMOILIEHHUKOB

(pazpaboTaHa ynpaBlIeHHEM 10 HaI30py 32 YTOJIOBHO-
IIPOIECCYATHHON U OIIEPATHBHO-PO3BICKHOHN AeATEIHHOCTHIO)

r. Caparos, 2025
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CoBpeMeHHbIE TEXHOIOTUH MIPOHUKIIH BO BCE chepsr
OOIICCTBEHHOH JKM3HH. DTHM IIONB3YIOTCS HE TOJIBKO
JOOPOCOBECTHBIE  ITOIB30BATENH KOMMYHUKAITHOHHBIX
CETEH, HO U 37I0yMBIIIICHHUKH, IPECIICAYIONIHe pas3IuYHEIE
HE3aKOHHBIC [ICIIU — JINYHOE 000TallleHNe, TUCKPEAUTALIHIO
TPOXK/aH ¥ TOCYapCTBEHHBIX OPraHOB, PacHpOCTpaHEHHE
HEJIETAIBHONM ~ WHGOpMAalMK,  WIcH TeppopusMa H
SKCTpPEMU3MA.

ITonaBnsromee OOJIBIIMHCTBO IIPECTYIUICHHIA
COBEPIIACTCA C IPUMCHEHMEM METOMOB «COIMAILHOMN
HHKECHCPUM), TO €CTh IOIyICHHE UH(POPMAIIMH C IOMOIIBIO
cety IHTepHET NpH OOMEHMHM C TOTEHIMAIbHBIMA
KEpTBaMH  oOMaHa.  TeXHOIOTHS  OCHOBaHA  Ha
HCIIOJIb30BAHUU IICUXOJIOTMYECKUX CIIA00CTEH 4eI0BEKa U
ABIISIETCS 3P EKTUBHOIA.

Harnpumep 310yMBIIUIEHHNK 101 BUTOM COTpYAHHUKA
OaHKa WIM HHOI KPEAUTHO-(DMHAHCOBOM OpraHW3aIuu
SBOHUT  HYCJIOBEKY,  SABIAIOIIEMYCS  [OJB30BATEIEM
OAaHKOBCKOM KapThl M Y3HAET HEOGXOIHMbIE PEKBU3UTEI
KapThl, a TaKkKe IIEPCOHANbHBIE MNAaHHBIC YEIOBEKa,
CCBIIAsACh Ha HEOOXOAUMOCTH pELICHHUS HeOOIbIION
POOIEMBEI B KOMIIBIOTEPHOH CHCTEME, IIPEIOTBPAICHM
TICpCBO/Ia JCHEKHBIX CPEACTB HAa CYeTa JPYTHUX JIHII,
HEO0XOAMMOCTH GIOKHPOBKH CHUeTa, IIEPEeBOJa AEHEKHBIX
CPCACTB IIOTCPIICBINEr0 Ha JpPYrHMe CYeTa, YKA3aHHEBIE
3JIOYMBIIUIEHHUKOM. |

YYaCTHIINCh CIIyYad B3JIOMAa JIHYHBIX KAGHHETOR
I'occynyr, xorma wmouieHHHKHM 3BOHIT, IIPEICTaBIAACE
COTpyNHHKaMu 1opTana I'ocycmyr, W cooOmamT o



IMOCTYIUIECHUA HAa  UMS  IOTCHIMAIBHOM  JKEPTBBI
IUCbMEHHOM uHGOpManuy, Ui MOMYyYEHUS KOTOPOM B
O4YTOBOM  otacieHun wiu - MOI[ chopmupoBana
COOTBETCTBYIOIIAA 3asiBKa. 3aTeM epTBe mpuxoaut CMC-
COOOIIEHNE C KOAOM, KOTOPHIM H IPOCUT HA3BATh
3BOHSIIUM.

BauManue: pa0oTHUKM OAHKOB M HMHBIX
o(pUIHATIBHBIX OpraHu3anui HUKOI'Ia He
3allpalluBal0T M0 Teje(oHY NepCOHAJbHBbIE JTaHHBIE,
CBeICHMS [0 CYeTaM, HOMEP KAPThl, CPOKHM ee el CTBHS,
koAbl M IIMH-koaBI 0T Hee, He MpeAJIaraT nepeBecTH
AEHbI'M HA APYroil c4er, JUOO0 COBEPIIUTH ODAHKOBCKYIO
onepanu.

Kaxnwpiia 3BOHOK oT MpeaCcTaBUTE A
rocyaAapCcTBEeHHOI'0 Oprana nmocpeacrsom cetu Unrepuer
yepes MeCCEeHIKePbI «Barcamy, «Baiioep»,
«Temerpamm» ]| apyrue cjieayer CUMTATH
MOA03PUTEIbHBIM. Heo0xoxumo 3aBePLIUTH
coennaenne. Coo0UTHL 0 3BOHKE Ha eAUHBbIN HOMeEp
danka, nanpumep «C6ep6ank» - 900 U B MOIAIHIO.

PacopocTpaHeHHBIA XapaKTep HOCAT XHIICHU,
CBSI3aHHBIE C JAPYIUM crIocoO0oM oOMaHa JOBEPUMBEHIX
rpaxngad. IIpecTynmHuky, MNPEACTABIAIChH  OIU3KUMM
POACTBEHHUKAMU (3HAKOMBIMH) ITOCTPAJIaBIINX, HPOCAT O
[Iepelaue WM [EPEUUCICHUU 3JJIEKTPOHHBIM ILIATEKOM
ONPENIECIIEHHOW  CYMMBI  JEHEXHBIX  CPEACTB I
paspelleHnst  CIOKUBLIEWCS  CUTyallud,  HampuMep
OCBOOOXK/IEHMS HX OT YIOJOBHOH OTBETCTBEHHOCTH.
Hepenxo MOIIIEHHUKHU camu MIPEICTaBIISIOTCS
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COTPYAHUKAMU CHJIOBBIX BEJOMCTB.

IIpu mocTymjieHHuHd TAKHX 3BOHKOB, HE00XOXUMO
3aBEPIIATh COeJMHEHHE W TO03BOHHMTL OJIM3KOMY
YyeJIOBEKY Ha ero JJUYHBIN Tejie(DOH U B IOJIUIMIO.

Opaum U3 pacIpOCTPaHEHHBIX METOJIOB
«COIMAJBHON HWHXKCHEpUW» SBISIETCS TaK Ha3bIBA€MBIN
«umuaTy. JlaHHBIA METOJ HAaIpaBJIIEH Ha IIOIy4EHHE
KoH(uaeHIMaTbHO uHpOopMaruu. OOBIYHO MPECTYIHUK
IIOCBIIA€T TOTEepIeBIIeMYy e-mail, moamemaHHBIA MOJ
oduIMaabHOe TUChMO OT OaHKa WM IJIATEXKHOU CUCTEMBI,
TpeOyrolee MPOBEPKU OMPEACICHHON HH(MOPMALlUUA HIH
COBEpILEHUSA ONpPEICICHHBIX ASHCTBUM. OTO MUCHMO Kak
IIPABWIIO COACPKUT CCHUIKY Ha (DAJIbIIMBYIO BEO-CTpaHHUILY,
KOTOpas SBISAETCS TOJHOM KOMHEH O(UIMATBEHOTO
MHTEPHET-UCTOYHUKA. Ha  QanpmmBoi  CcTpaHHIE
TIOJIF30BATENI0 IPEIaraeTcsi BBECTH HEOOXOOUMYIO I
IPECTyTHUKOB HMH(DOPMALMIO, HAYMHASA OT JOMAIITHETO
aznpeca A0 MUH-KoJa 0aHKOBCKOM KapThl.

Taxke NOPECTYIHUKHA HWCHOJIB3YIOT U aKTHBHO
PaCIPOCTPAHSIIOT BPEIOHOCHBIE IIPOTPAMMEI.
3IOYMBIIIJIEHHUK HAIpaBIsIeT e-mail, cMc-cooOIeHue uiu
COOOIIEHNE B MECCEHIKEPE, BO BIIOKEHHH KOTOPOTO Kak
yKa3aHO COJIEPKUTCA BaXKHOE€ OOHOBJICHHE AaHTHUBHUpYCA.
OTO MOXKET OBITh BBITOJHOE MPEMAJIOKEHHE O IMOKYIKE CO
CKUAKOM WM COOOImeHNEe O (DUKTUBHOM BBIUTPHIIIE C
IIPWIOKEHHONW CCBUIKOM, IPU IMEPEXOAEe Ha KOTOPYH Ha
YCTPOMCTBO TIOJB30BATENISI CKAYMBACTCA BPEIOHOCHAS
nporpamma. ITocie gero npecTymHuK moxydaeT yJaleHHOe
yOpaBJICHHE = U BO3MOKHOCTb OCYILIECTBIICHHUS
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IICPCUMCIICHMS IEHEXKHBIX CPEACTB CO CUETa MPUBI3AHHON K
a0OHEHTCKOMY HOMepY 0aHKOBCKOM KapTEl.

Buumanue: He ciaeayeT OTKPHIBATH
COMHHUTEIbHBIE 3JIEKTPOHHBIE MUCHMA W COOOIIEHUS OT
HE3HAKOMBIX JIML (HOMEPOB M CaiTOB), MOJIL30BATHCH
TOJIBKO O(PHIMATBLHBIMYA M IPOBEPEeHHBIMHU CaliTaAMI.

Cnemyer OTMETUTH, YTO KPHUMUHAJILHBEIE METOIBI
«YIAJICHHOI'0» XMWINEHUS JICHEXHBIX CPEJCTB IIOCTOSHHO
SBOJIOIMOHMPYIOT, IIPU 3TOM NPECTYIMHUKAMH AaKTUBHO
UCTIONB3YIOTCSA COBpeMeHHbIe IT-TexHomorum, KOTOpEIE
IIPOCTHI B UCIIOJIb30BAHUH M JOCTYIIHBI HEOTPAaHUYCHHOMY
YHCIIy II0JIb30Bareneil HTepHera.

B  memax — mpenympexnaeHus — MPeCTYIUICHUI
npokyparypa CapaTOBCKOM 00JacTH IPU3LIBAET KUTEINEH
permoHa  OBITb  NIPENENbHO  BHUMATEIBHLIMH  IIPU
OCYIIECTBIEHUN OaHKOBCKUX OIEPAIMil C UCIIOIb30BAHUEM
cetu «MlHTEpHET» ¥ MOOMIIBHBIX YCTPOMCTB.

IIpu m1r000M CiTydae HE3aKOHHBIX JNEUCTBUM CIemyeT
OOpaTUTHCS € 3aABICHUEM B ONIDKAWIING OTHEN MOJMLAH.
B ciiy4ae 0Tka3a B IpUHATHY 3asBICHNS HE3aMEUIUTEIHHO
COO0LIUTE 06 3TOM B paliOHHYIO, TOPOACKYIO IIPOKYPATYPY
WIN MPOKYpaTypy OOJacTH MHUCHBMEHHO, IIyTEM JIATHOTO
oOpareHus 1160 1o Tenedony.



